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(54) HUe: CONNECTION MANAGEMENT IN A DATA COMMUNICATIONS NETWORK 




(57) Abstract 

The reliability of a data flow between a server and a client in a data communications network is increased by a method according to 
which an application in a user terminal is arranged to receive information from a server, such as a push server or a streaming server, in the 
network, said method comprising the following steps: monitoring if a user who should have an active connection to the server is currently 
having such a connection; taking appropriate action if this is not the case. In a preferred embodiment, the user's connection to the data 
communications network is monitored. If connected to the data communications network, the user should also have an active connection 
to said server. A node for carrying out the method and a network comprising such a node are also disclosed. 
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CONNECTION MANAGEMENT IN A DATA COMMUNICATIONS NETWORK 



Technical Field 

The present invention relates to Internet Protocol (IP) network connections in gen- 
eral and, more specifically, to communication between nodes in such networks. 

Description of Related Art £ 

In Internet Protocol (IP) networks, the Internet being the obvious example, informa- 
tion can be retrieved from servers by client applications. Typically, the client appli- 
cation is found in a personal computer and used by a user to download and, in some 
cases, to supply information. 

The price of Internet software packages has dropped over the last couple of years. 
The subscription cost and the cost of being connected to the Internet is, however, 
still relatively high, especially if connected through the telephone line. One way of 
cutting the subscribers' costs for the connection to the Internet would be to reduce 
the price if they would accept advertisements to be transmitted to them while con- 
nected. 



Currently the most common way of providing advertisements on the Internet is to 
include them in the form of so called banners in web pages. When a user downloads 
a web page, in addition to the desired information, one or more banners comprising 
advertisements may be included. This solution only works with World Wide Web 
applications, that is, not while the user is, for example, working with an e-mail tool. 
Also, new advertisements can only be supplied when the user is actively retrieving 
information. It also allows very little adaptation to particular user profiles, etc. 

Also, there is no connection to a particular user's use of me Internet, or to the serv- 
ices of a particular service provider. Rather, a content provider includes the adver- 
tisements in his own web pages, and the service provider does not make any money 
from it. 
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US Patent 5,572,643 describes a method by which a service provider may provide 
advertisements, or other information, to Internet users while they are searching for 
other information. 

5 

According to US, 5,572,643, the advertisements are displayed on the user's terminal 
while it is waiting for other information, requested by the user, to be downloaded 
The advertisements were downloaded to the user's terminal together with other in- 
formation, as hidden information, for example with a web page that was down- 
10 loaded earlier, and are displayed to the user when a new web page is being down- 
loaded. This means that advertisements can only be supplied while the user is ac- 
tively retrieving other information. Also, they are only displayed while the user is 
waiting for other information. 

15 US Patent 5,740,549 describes a method of automatically distributing information 
such as advertisements to user terminals in a data network. An application in the 
user terminal^ commonly referred to as a push client, at certain intervals, receives 
information from an information server, commonly referred to as a push server. This 
information is received at the terminal together with the information retrieved by the 

20 user from the Internet, and is presented to the user, for example, when die terminal 
is idle. 

Most push clients allow the user to specify the push servers from which information 
should be received. Therefore, there is a risk of users disabling the reception of in- 
25 formation from the push servers while still keeping the connection to the Internet. 

One solution to this problem would be to use a particular push client, which the user 
may not configure, or one that could only be configured partially, to ensure that the 
push server or servers concerned are not excluded from die list Such a push client 
30 could still be tampered with by the user. A checksum or the like could of course be 
used to ensure that the appropriate push client was used, but still, the software 
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would be found at the user's premises and the service provider would not be able to 
see if the appropriate push client was used 

The solution described in US 5,740,549 also enables the automatic supply of infor- 
5 mation for example to newspaper offices or emergency service centres requiring 

constant updating. It does, however, not suggest any way of monitoring the connec- 
tion to see if the information is received as it ought to. 

In both these cases there is a need to ensure that the information supplied from the 
10 push server actually reaches the client 

Object of the Invention 

It is an object of the present invention to provide a method and an apparatus that 
will increase the reliability of a data flow between a server and a client in a data 
15 communications network. 

Summary of the Invention . 

This object is achieved according to the invention by a method in a data communi- 
cations network in which an application in a user terminal is arranged to receive in- 
20 formation from a server in the network, comprising the following steps: 

- monitoring if a user who should have an active connection to the server is cur- 
rently having such a connection; 

- if this is not the case, issuing a warning to the user and/or taking other appropriate 
action. 

25 

The object is also achieved according to the invention by a node in a data communi- 
cations network, arranged to: 

- monitor if a user who should have an active connection to a server is currently 
having such a connection; 

30 - if this is not the case, issue a warning to the user or taking other appropriate ac- 
tion. 
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With this solution it may be ensured that everybody who should receive information 
from the server concerned really does. If not, an alarm may be issued, for example, 
to the originator of the information. This may be crucial, for example, in emergency 
5 service centre to which information is transmitted through a computer network. 

In a preferred embodiment, the user's connection to the data communications net- 
work is monitored. If connected to the data communications network, the user 
should also have an active connection to said server. 

10 

This ensures that a subscriber cannot be connected to the data communications net- 
work without also receiving information from the server or servers in question. For 
example, a subscriber cannot avoid receiving advertisements that he should receive 
according to his type of subscription. 

15 

If the user is connected to the data communications network without being con- 
nected to said server, the connection to die data communications network may be 
disconnected, or a warning may be issued, allowing the user to connect to the 
server. Of course, an alarm to be presented outside the system may also be issued, 
20 for example to the originator of the information. 

The server may be any type of server transmitting data to a receiver, for example, a 
push server or a streaming server. Push servers were described above. Streaming 
servers are used for distributing, for example, voice and video signals to clients in a 
25 data network. 

The information to be transmitted to each user, and/or the format to be used, may be 
selected in dependence of the user's profile, geographical location, type of terminal, 
etc. 
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The method and apparatus according to the invention function in any kind of data 
communications network, for example Internet Protocol (IP) networks, Asynchro- 
nous Transfer Mode (ATM) networks and frame relay networks. 

Brief Description of the Drawings 

Figure 1 shows an Internet configuration according to the invention. 
Figure 2 is a flow chart of an embodiment of the method according to the invention. 
Figure 3 is a flow chart of another embodiment of the method according to the in- 
vention. 



Detailed Description of Embodiments 

Figure 1 shows a subscriber terminal 1, connected through a gateway 3 to a data 
network 5 in a way common in the art. It should be pointed out that die data net- 
work may be any kind of data network. It is, however, foreseen that the invention 
will be applied in Internet Protocol (IP) networks such as the Internet. Therefore, for 
simplicity, the term Internet is used in die discussion below. 

The data network, or parts of die data networks may of course be according to other 
standards, such as the Asynchronous Transfer Mode (ATM) or frame relay stan- 
dards. 

Between the gateway 3 and the Internet 5 there may be a blocking unit 6 functioning 
to block the connection between the subscriber terminal 1 and the Internet 5 when 
ordered to do so. The blocking unit may be a router or a firewall, or any other solu- 
tion that can perform this function. The functions of this blocking unit 6 may in- 
stead be included in the gateway 3. 

The connection of the terminal 1 to the network may be through any kind of net- 
woik used for the purpose, such as a telephone network, a cable TV network, an 
xDSL network, a LAN. The gateway 3 will differ depending on die type of network 
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used. However, a prior art gateway adapted to the network type may be used in any 
case. 

As common in the art, the Internet connection also comprises an authentication 
server 7 and a basic server 9. The authentication server 7 verifies the identity of the 
user and his right to be connected to the Internet and retrieve information. The basic 
server 9 is one or more servers performing the functions needed to connect to the 
various services of the Internet, such as the World Wide Web (WWW), e-mail 
service, File Transfer Protocol (FTP) service, Domain Name Server (DNS); etc. The 
functions of these two servers 7, 9 are well known in the art, and will therefore not 
be described here in more detail. 



According to the invention a server 1 1 is included, which in this embodiment is a 
push server. The push server 1 1 typically comprises the advertisements to be trans- 
mitted to the user's terminal 1, in which there is a push client 12 enabled to receive 
the information from the push server 11. 

The connection on which the user communicates with the Internet is shown in Fig- 
ure 1 as a dotted line. This communication may be concerning e-mail, WWW pages, 
or any other service offered through the Internet While the user is connected to the 
Internet, the push server 1 1 will transmit information to the terminal 1 on a connec- 
tion shown as a dashed line in Figure 1. 

To receive the information from the push server 1 1 the push client 12 must be con- 
figured to do so. For the present application this will probably be done by the ven- 
dor, typically the service provider. Most push clients, however, allow the user to 
specify the push servers from which information should be received. Therefore, the 
user could exclude the push server 1 1 from the list of push servers to avoid receiv- 
ing the advertisements. The push client may be configured so that the user is not 
allowed to exclude certain push servers, but the user may still, possibly by some un- 
authorized action, exclude these push servers. To prevent this, according to the in- 
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vention, a monitoring server 13 is used to ensure that the information from the push 
server is received by the terminal. 

The monitoring server 13 retrieves information from the push server 1 1 and the 
authentication server 7 regarding the users currently registered with the two servers 
7, 1 1. If a user who, according to his subscription, should be receiving advertise- 
ments while connected to the net, is registered with the authentication server 7 but 
not with the push server 1 1, this indicates that this user has disabled the transmis- 
sion of advertisements while still connected to the Internet. According to one em- 
bodiment the monitoring server 13 then immediately orders the blocking unit 6 to 
block or disconnect the user's Internet connection. According to another embodi- 
ment the monitoring server 13 issues a warning to the user, advising him to reopen 
the connection to the push server 1 1 within a certain period of time to avoid being 
disconnected from the network. 

The message from the monitoring server 13 to the blocking unit 6 telling it to dis- 
connect or block a particular connection will take on different forms depending on 
the implementation of the blocking unit 6. As mentioned above, the gateway may in 
some cases perform the functions of the blocking unit so that no separate blocking 
unit is needed. Some gateways available today allow the disconnection of connec- 
tions by a unit not involved in the connection, such as the monitoring server. In 
other gateways the connection may not be disconnected but may be blocked in the 
gateway by means of a software filter so that the terminal 1 will be effectively dis- 
connected from the network 5. 

The gateway 3 and the servers 7, 9, 1 1, 13 are all typically found at the Internet 
service provider's premises. The servers could, however, perform their functions 7, 
9, 11, 13 from any location in the network 5. 

It should be understood mat the units shown in Figure 1 as separate servers are in- 
tended to illustrate different functions performed in the network, rather than fix the 
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number of units. Where feasible, functions shown as implemented in different units 
may well be implemented in one unit. Also, more than one server may be required 
to perform the functions attributed to one unit in the Figure. For example, any num- 
ber of push servers may be used. 

Other types of terminals, such as ordinary telephones, may be connected to the net- 
work. In Figure 1 one such telephone 21 is shown, connected to the network 
through a voice gateway 23. A blocking unit 26 similar to the blocking unit 6 may 
also be used. Alternatively, the voice gateway 23 and the gateway 3 may be con- 
nected to the same blocking unit. The telephone is able to participate in IP teleph- 
ony, in ways well known in the art. According to an embodiment of the invention, 
the IP telephony service may be offered for free if the participants to a call agree to 
receive advertisements for part of the duration of the call. Since the telephone 21 
itself does not comprise a push client, the functions of a push client must be found 
in the network. Figure 1 shows a push client 27 integrated with the voice gateway 
23. The push client could, however, be a separate unit connected, for example, be- 
tween the voice gateway 23 and the blocking unit 26. 

The voice gateway 23, as is known in the art, converts the analogue or digital, cir- 
cuit switched information received from the telephone to IP packages to be trans- 
mitted through the network. In the other direction, the voice gateway converts IP 
packages received from the network to analogue information to be transmitted to the 
telephone 21. This analogue information may comprise both speech received from 
another terminal in the network and information received from the push server, such 
as advertisements. 



The principle of detennining if a client should be receiving advertisements is gener- 
ally the same as for the subscriber terminal 1. The push client informs the ISP that 
the subscriber is on-line or the ISP itself registers that the subscriber is on-line. If 
advertisements should be received and the system detects that for some reason they 
are not, the connection may be interrupted by the blocking unit Alternatively, the 
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subscriber could be instructed to enable the reception of advertisements to avoid 
interruption. 

While the advertisements are sent, the connection between subscribers may be inter- 
5 rupted, or the advertisements may be added to the communication between the sub- 
scribers. 

Figure 2 is a flow chart of an embodiment of the method according to the invention 

Step S21: The monitoring server retrieves information about the users registered 
10 with the push server; 

Step S22: The monitoring server retrieves information about the users registered 
with the authentication server; 

Step S23: Is any user registered with the authentication server but not with the push 
server? If yes, go to step S24, if no, wait a predetermined amount of time, 
15 then go to step S21. 

Step S24: The monitoring service takes the appropriate action. The action may be 
to transmit a warning to the user or to disconnect the connection as dis- 
cussed above. Wait, then return to step S21. 

20 The solution according to the invention also enables the registration of advertising 
sent to each individual. 



In order to make the service acceptable to the users, the amount of advertising in- 
formation transmitted, and its form, should not be perceived by the users as too an- 
noying. This requires the adaptation of the type and amount of advertising infor- 
mation, for example, in any one or a combination of the following ways: 

- a limit to the number of advertisements per time unit, 

- a restriction to transmitting information only when no information is being re- 
trieved by the user, and/or 

- a limit to the size of each advertisement and restrictions to where it may be 
placed on the screen. 
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The information to be transmitted to each user, and/or the format to be used, may be 
selected in dependence of the user's profile, geographical location, type of terminal, 
etc. 

The user may be required to specify a profile of such things as his age, particular 
fields of interest the geographical areas that are of interest to him, and other pa- 
rameters that may be used for selecting information that is to be transmitted to the 
user. The basic server 9, or another server, should then comprise functions for se- 
lecting messages to be transmitted to a user in dependence of the user's profile, and 
instruct the push server accordingly. 

One of the units in the network, for example, the basic server 9, may comprise 
functions for registering the type of terminal the user is currently using to connect to 
the network, and for selecting the appropriate message format in dependence of the 
terminal type. The terminal type used at a particular location may also be registered 
in the network, or the terminal type may be obtained dynamically from the network. 
Alternatively, the type of terminal may be specified in the profile. For example, if 
the user is connected to the network using a simple telephone, he can only receive 
voice messages, and the messages must be transmitted in the appropriate circuit 
switched format. Typically, the messages will be stored in the push server 1 1 or 
similar unit in the network, in a digital format, and the conversion to the format that 
can be received by the terminal is performed in the gateway through which the ter- 
minal is connected. The push server 1 1 may therefore comprise several different 
sets of messages (or several push servers may be used for different sets of mes- 
sages). The basic server 9, or another server in the network, then instructs the push 
server 1 1 to send the appropriate message in the appropriate format. 

Also, the information may be selected in dependence of the physical location of the 
terminal, so that each user gets information relating to activities or offers near him. 
The user's position may be registered, for example by means of the Mobile Posi- 
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tioning System used in GSM. In this way, advertisers running local businesses will 
not have to pay for advertisements being transmitted to users who are outside then- 
area, and the users will receive less information that is perceived as irrelevant. 

In a more sophisticated embodiment, the movements of a terminal connected by a 
wireless connection may be registered, either to establish an activity pattern or to 
determine where the user is going. Messages may be selected accordingly. For ex- 
ample, if the terminal has been moving constantly for a long time, a reminder that 
the user should rest, could be transmitted, together with information about restau- 
rants in the area. 



In Figure 1 only one Internet Service Provider (ISP) is shown. Usually, several ISPs 
will be present, each having gateways, basic servers, push servers, authorization 
servers, etc. Each ISP also has a customer database, comprising customer addresses, 
profiles etc. In order to reach a specific client, therefore, several customer databases 
may have to be searched. This may also be the case when one customer database 
has been divided on several units. To avoid this, a Directory Access Gateway 
(DAG), known in the art, may be used. A DAG uses an index object summary of the 
data. A query to the DAG concerning the address of a particular customer is re- 
ferred by the index to the relevant directory server, that is, in this case, the customer 
database. When the desired address information has been retrieved, the directory 
access gateway informs the unit making the query about the ISP to which the user is 
connected. Alternatively, the gateway could return the address itself to the unit 
making the request, which would then establish the connection. The ISPs usually 
prefer the first solution, since the addresses and other information about their cus- 
tomers can then be kept secret. 

In another embodiment the push server 1 1 is not used to distribute advertisements, 
but for other types of information. For example, important information may be con- 
veyed to the fire brigade or the police, or to a newspaper editor. In this case, the 
monitoring server 13 will function mainly as described above, but the chief object 
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of the monitoring will be to ensure that the connection from the push server 1 1 to 
the user is still working. In this embodiment, no connection to the data network 5 is 
needed, although it may of course be present Also, no blocking unit 6 is needed in 
this embodiment, since no connection is to be blocked. 

Figure 3 is a flow chart of this embodiment of the method according to the invention 
Step S3 1 : The monitoring server retrieves information about the users registered to 

receive information from the server; 
Step S32: Is any user that should be registered with the push server not registered? 
If yes, go to step S33, if no, wait a predetermined amount of time, then 
go to step S3 1. 

Step S33 : The monitoring service takes the appropriate action. The action may be, 
for example, to transmit a warning to the user, or an external alarm, or to 
disconnect the connection as discussed above. Wait, then return to step 
15 S31. 

As explained above, in this embodiment the monitoring server may know mat a user 
should be registered with the server simply by knowing that the user should always 
be registered, or always at a particular time of the day, or something similar. The 
20 server may, as before, be a push server, a streaming server or any other type of 

server providing information to one or more receivers. As when advertisements are 
involved, information may be selected in dependence of the geographical location, 
profile and/or other parameters. 
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Claims 

1. A method in a data communications network in which an application in a user 
terminal is arranged to receive information from a server in the network, character- 
ized by the following steps: 

- monitoring if a user who should have an active connection to the server is cur- 
rently having such a connection; 

- if this is not the case, issuing a warning to the user and/or taking other appropriate 
action. 

2. A method according to claim 1, further comprising the step of monitoring if the 
user is connected to the data communications network, wherein the user should have 
an active connection to said server if connected to the data communications net- 
work. 

3. A method according to claim 2, wherein, if the user is connected to the data 
communications network without being connected to said server, the connection to 
the data communications network is disconnected. 

4. A method according to claim 1, wherein the user's connection to the server 
should be Active at certain times. 

5. A method according to any one of the preceding claims, wherein said appropriate 
action includes issuing an alarm to be presented outside the system. 

6. A method according to any one of the preceding claims, wherein said server is a 
push server or a streaming server. 

7. A method according to any one of the preceding claims, wherein data is trans- 
ferred according to the Internet Protocol (IP). 
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8. A method according to any one of the claims 1-6, wherein data is transferred ac- 
cording to Asynchronous Transfer Mode (ATM) standards. 



9. A method according to any one of the claims 1-6, wherein data is transferred ac- 
cording to frame relay standards. 

10. A node (13) in a data communications network in which an application (12) in a 
user terminal (1) is arranged to receive information from a server (1 1) in the net- 
work, characterized in that it is arranged to 

- monitor if a user who should have an active connection to the server (1 1) is cur- 
rendy having such a connection; 

- if this is not the case, issue a warning to the user or taking other appropriate ac- 
tion. 

1 1. A node (13) according to claim 10, arranged to monitor if the user is connected 
to the data communications network (5) and determine that the user should have an 
active connection to said server (1 1) if connected to the data communications net- 
work (5). 

12. A node (13) according to claim 1 1, arranged to disconnect the user's connection 
to the data communications network (5), if the user is connected to the data commu- 
nications network (5) without being connected to said server (11). 

13. A node (13) according to any one of the claims 10-12, arranged to issue an ex- 
ternal alarm to be presented outside the system if a user who should have an active 
connection to a server (1 1) does not currently have such a connection. 

14. A node (13) according to any one of the claims 10-13, arranged for communica- 
tion according to the Internet Protocol (IP). 
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15. A node (13) according to any one of the claims 10-13, arranged for communica- 
tion according to the Asynchronous Transfer Mode (ATM) standard. 

16. A node (13) according to any one of the claims 10-13, arranged for communica- 
5 tion according to the frame relay standard. 

17. A data network comprising at least one server (1 1) arranged to transmit infor- 
mation to at least one client application (12), characterized in that it comprises at 
least one node (13) according to any one of the claims 10-16. 

10 

18. A data network according to claim 17, wherein said server (1 1) is a push server 
or a streaming server. 
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Fig. 2 
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(57) Abstract 

The reliability of a data flow between a server and a client in a data communications network is increased by a method according to 
which an application in a user terminal is arranged to receive information from a server, such as a push server or a streaming server, in the 
network, said method comprising the following steps: monitoring if a user who should have an active connection to the server is currently 
having such a connection; taking appropriate action if this is not the case. In a preferred embodiment, the user's connection to the data 
communications network is monitored. If connected to the data communications network, the user should also have an active connection 
to said server. A node for carrying out the method and a network comprising such a node are also disclosed. 
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